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PART A — (10 x 1 = 10 marks)

Answer ALL questions.

Choose the correct answer :

means that the information
created and stored by an organization needs to be
available to authorized entities.

(a) Confidentiality (b) Integrity
() Availability (d) All the above

In . attack, it may slow down or
totally interrupt the service of a system.

(a) Denial of service (b) Passive

(c) Active (d) None

The key generator creates sixteen
48 bit keys out of 56 bit cipher key.

(a) Circle () Round

(¢) Square (d) None.

. in this approach, we use two
instances of DES ciphers for encryption and two
instances of reverse ciphers for decryption.

(a) * Double DES (o) Quad DES
(¢) Both (a) and (b) (d) None

Say True or False :

A symmetirc key cryptography uses two separate
keys: One private and one public.

(a) True (b) False

The attack based on the fast-exponential
algorithm is attack.

(a) Timing
(b) Unconnected message
(c) Both (a) and (b)

(d) None
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9.

10.

* (¢) Authentication (d)

A signed document needs to be times tamped to
prevent it from being replayed by an adversary is
called Digital signature schemo,

(a) Time stamped () Elliptic curve

() Both(a)and (b) (d) None
DSS stands for :

(a) Digital Signature Standard
(b) Digital Standard Signature

(¢) Digital Signature Service

(d) None

The server provides services for
the user. ' :

(a) Real (b) Ticket granting

None

protocol uses messages to
negotiate to cipher suite, to authenticate the
server to the client and the client to the server if
needed, and to exchange information for building
the cryptographic secrets.

(a) Record (b) Change Cipherspec
(¢) Alert (d) - Hand shake
Page 3 Code No. : 7389

11.

12.

13.

14.

n

(a)

s
o ,“J'

(b)

(a)
(b)
@
(b)
(a)

(b)

PART B — (5 X 5 = 25 marks)

r ALL questions, choosing either (a) or (b),
h answer should not exceed 250 words.

Explain.  the . security  and goal

implementation technique cryptography in
detail. : :
Or
List out and explain the three types of
curity goals.

Discuss in detail about DES weakness.

Or
Explain initial and final permutations in
DES structure.

Give a brief note on messagehuthent_ication
code. ;

Or
Write short notes on modification detection
code.

What is the use of One Time Passwprd?

Or

Give a brief note on process in Digital

signature.
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15. (a) Whatis KERBEROS? Give a brief néte on it.

Or

(b) What are the different types of Handshake
messages? Explain any five.

PART C — (5 X 8 = 40 marks)

Answer ALL questions, choosing either (a) or (b),
each answer should not exceed 600 words.

16. (a) Give a brief note on Transposition ciphers in
detail.

e

(b) What is an attack? Explain attacks
threatening Integrity and availability in
detail.

17. (a) Discuss in detail about use of modern block
ciphers.

Or

(b) What is Multiple DES? Explain double and
Triple DES in detail.

18. (a) What is RSA cryptosystem? Explain it in

detail.
Or
(b) Give a brief note on procedure of RABIN
cryptosystem.
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19.

20.

(a)

(b)

(a)

(b)

What are the different types of digital
signature schemes available? Explain it in
detail.

Or
Write short note on challenges response in

entity authentication.

What is symmetric —key agreement? Give a
brief note on it.

Or

What are the four protocols available in SSL?
Explain each one of them.
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