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PART A — (10 x 1 = 10 marks)

Answer ALL questions.
Choose the correct answer :
. —————is the science and art of transforming

messages to make them secure and immune to
attacks

(a) Cryptography
(b) Calligraphy

(¢) Cryptanalysis

(d) None of the above

In symmetric-key cryptography. the key locks and
unlocks the box is

(a) Shared

(e) Private

(b) Same
(d) Public

The ———— is the original message before
transformation

(a) Secret-text

(b) Plaintext

(¢) Ciphertext

(d) None of the above

In cryptography, the order of letters in a message
is rearranged by

(a) Transposition ciphers

(b) Substitution ciphers

(¢) Digital signature

(d) - Quadratic ciphers

In computer security, means that
computer system assets can be modified is only
authorized parities.

(a) Confidentiality

{b) Integrity

(c) Availability
(d) Authenticity
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10.

A combination of an encryption algorithm and a
decryption algorithm is called a

(b) Secret

(d) None of the above

(a) Cipher
(©) Key
Which of the following is the best-known example
of a symmetric key cipher system?

(a) RSA () DES

(©) MD3 (d) All the above

A digital signature is basically a way to ensure
that an electronic document is

(b) Authentic

(d) None of the above

(a) Secure
(¢) Verified
If two users have the same password, they will
have ————— password hash.

(a) A different (b) No

(¢) The same (d) None of the above
The ——of a threat measures its potential
impact on g system.

(z) Vulnerzbilities

(b) Countermeasures

(c) Degree of harm

(d) Susceptibility
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11:

12.

13.

14.

PART B — (5 » 5 = 25 marks)

Answer ALL questions, choosing either (a) or (h).
Each answer should not exceed 250 words.

(a) Show the ethical and professional aspect of
security.
Or
(b) Assess the methods of transposition
techniques.
(a) Elucidate the principle of symmetric
encryption.
Or
(b). State the block modes of operation of
encryption.

(a) Describe the salient features of electronic mail

security.
) Or
(b) What are the techniques used in S/MIME?
Explain.
(a) Elaborate the purpése of authentication
header with diagram.
Or

(b) Differentiate between the
SNMPv3 community facility.

SNMPvl and
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15. (a) Explain the security approaches to intrusion

detection.
Or
(b) Summarize the methods of virus counter
measures.

PART C — (5 x 8 = 40 marks)

Answer ALL questions, choosing either (a) or (b).
Each answer should not exceed 600 words.

16. (a) Conclude the OSI security architecture with
diagram.

_ Or
(b) Evaluate the purpose of product cryptosystem.

17. (a) Discuss the implementation of public key
cryptography algorithms.

Or

(b) What are the secure hash functions and
HMAC? Explain.

18. (a) Draw and explain the security services of
public-key infrastructure.

Or

(b) Analysis the X.509 authentication service

formats with diagram.
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20.

()

(b)

()

(b)

Compare the secure socket layer (SSL) and
transport layer Security (TLS).

Or

FExamine the functions of IP
architecture with diagram.

security

Determine the types of distributed denial of
service attacks.

Or

Qutline the common criteria for information
technology security evaluation.
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