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PART A — (10 7 1 = 10 marks) 5

Answer AL questions,

Chonse the correet, answer

1. The keys used in cryplography are

() wseoret key (h) private key
(¢ public key (d) Al of these
2. A transpusition  cipher  reorders (permutes)

wymbols in @
(z) Bluck of packets (b block of glots

(e  Wlock of signale.  (d)  block of symbiols

AV has __different configuration

(i)  two (k) threc

() four (d) five
 processes the input one block

of ¢lements at g thme, producing an output block

for cach input block

(s} hlock cipher

(h) stream cipher

(¢) cryptanalysis

{d) encryption

The abbreviation of SIMIME is

(g) Seccure/Multipurpose Internct Mail
Extension

(h) Seeure/Multipurpose Intent Merged
Extension

(¢) Secured/Multipurpose Internet Mail
[ixtension

(d) Secure/Multimedia  Mail  Internet  Mail

[Sxtension
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protocols enable communicating parties
to satisfy themselves mutually about each other’s
identity and to exchange session keys.

(@) Mutual authentication
(b) Identity federation

(¢) Identity management

(d) None
defines a number of techniques for keir
_ management. ' -
(a) IDE b) IP
(¢ IKE (d) None

is designed to make use of TCP to
provide a reliable end-to-end secure service.

(a) SSL
(b) SLS
(@@ LSS

@. All of thése

A ——— model is used to establish
transition probabilities among various states.

(a) operational

(b) Markov process

(¢) multivariate

(d) time series
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10. Which of the following is the malicious software?
(a) Backdoor (b) Logic Bomb
(¢) Trojan Horses (d) All of these

PART B — (5 x 5 = 25 marks)
Answer ALL questions, choosing either (a) or (b).
Each answer should not exceed 250 words.

11. (a) Compare the difference between security
services and security mechanism.

Or

(b) Write short notes on the principles of block
ciphers.

12. (a) Commenton RSA algorithm and its security.
Or
(b) Mention the requirements of Hash funection.

13. (a) bifferentiate between Kerbero V4
Authentication Dialogue Message Exchange

Or
(b) Describe the various types of message

components.
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i4. (a)

(b)

15. (a)

(b)

List down the applications of IPsec.

Or
Write short notes on Secure Electronic
Transaction.

of malicious

Recall the various types

software.
Or

How to construct the.attack network in
DDoS?

PART C — (5 x 8 = 40 marks)

Answer ALL questions, choosing either (a) or (b).

Each answer should not exceed 600 words.

16. (a)
(b)
17. (a)
(b)

Explain in detailed about models of Network
Security.

Or
Summarize the terms of differential and
linear crypt analysis attacks.
Define RCA. Discuss about RC4 Key
schedule, Encryption and Security.

Or

Elaborate the concept of Diffie-Hellman Key
Exchange.
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18.

19.

(a)

(b)

(a)

(b)

(a)

(b)

Determine the various

types of
Authentication Services. *

Or
Nlustrate the S/MIME functionality and

messages.

Draw and explain the Secure Socket Layer
architecture.

Or
Explain how to improve the transport layer

security,

Construct the various approach for intrusion
detection.

Or

Describe  the ethical issues related to
computer and information system.
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