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PARTA—(10x1=10 marks)

Answer ALL questions.

Choose the correct answer :

Which of the following attacks is a passive attack?
() Masquerade

(b) Modification of message

(© Denial of service

(d) Traffic analysis

Which of the following is not possible through has
value? ‘

() Password check
(b) Data integrity check
() Digital signature

(d) Data retrieval in its original form

Cryptanalysis is used

(@) to find some insecurity in a cryptographic
scheme

(b) toincrease the speed
() toencrypt the data

(d) to make new ciphers

Which is not an objective of network security?
(a) identification (b) authentication

(¢) access control d) lock

The process of verifying the identify of a user is

() ’authentication (b) identification
(¢) validation (d) verification
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10.

11.

12.

13.

A mechanism used to encrypt and decrypt data is

(a) Cryptography - (b) Algorithm

(¢) Data flow (d) None of these
Which one of the following algorithms is not used
in asymmetric-key cryptography?

(a) DSA algorithm

(b) Electronic code book algorithm

(c) Diffie-Hellman algorithm

(d) RSA algorithm

Which is the cryptographic protocol that is used to
protect an HTTP connection?

(@) Resource reservation protocol

(b) SCTP
(¢ TLS
(d) ECN

Which of the following cannot be chosen as a key
in the Caesar cipher?

(@) Aninteger

()  An alphabet (A-Z or a-z)
(© A string _ '

(d) None of the above
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A process of making the encrypted text readable
again is

(a) decryption (b) encryption
(© network security (d) information hiding
PART B — (5 x 5 = 25 marks)

Answer ALL questions, choosing either (a) or (b).

(a) Differentiate between the monoalphabetic
ciphers and polyalphabetic ciphers.

Or

() Write down the main purpose of
steganography.

(a)  Describe the functions of stream ciphers and
RCA4.

Or

(b) Mention the purpose of digital signature
with neat diagram.

(a) Elaborate the authentication services of
Kerberos.

Or

(b) Show the principal differences between
version 4 and version 5 of kerberos.
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14. (a)

(b)

15. (a)

(b)

What are the functions of secure electronic
transaction (SET)? Explain.

Or

Distinguish between the end-to-end and end-
to-intermediate authentication.

Summarize the measures that may be used
for intrusion detection.

Or

List out the various types of firewalls and
explain.

PART C — (5 X 8 = 40 marks)

Answer ALL questions, choosing either (a) or (b).

16. (a)
(b)
17. (a)
(b)

Discuss the transposition techniques in
cryptography.

Or
Outline the Brute-Force Cryptanalysis of
Caesar Cipher.

Evaluate the secure hash functions and
HMAC.

Or

Formulate the functions
cryptograph algorithms.
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18.

19.

20.

(a)

(b)

(a)

®)
(@)

(b)

What are the S/MIME messages? Explain.

Or

Examine the procedures of X.509 strong
authentication.

Illustrate the IPSec authentication header
with diagram.

Or
Determine the basic concepts of SNMP.

Elaborate the distributed denial of service
attacks with diagram.

Or

What are the strategies of password
selection? Explain.
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